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Abstract: Data resources are recognized as a national strategic asset, whose significance has become increasingly
prominent. With the accelerated advancement of digital transformation, data leakage risks have also grown more se-
vere. This issue not only poses direct threats to personal privacy but may also cause deep-seated harm to national secu-
rity due to the exposure of critical and national core data. Existing research primarily focuses on data leakage preven-
tion measures, while studies on capability assessment in this domain remain relatively scarce. To address this gap,
based on China Telecom’s practical experience in data leakage, a data leakage protection capability maturity model
was constructed. The model covered three capability domains: management system, technical support, and operational
guarantee, as well as four process domains: the entire data lifecycle, business application, data flow, and general prac-
tices. Through empirical analysis and evaluation conducted on data leakage protection practices within the data flow
process at a subsidiary of China Telecom, the model’s scientific validity and feasibility are demonstrated in practical
implementation.
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